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MINUTES OF THE FINANCE, AUDIT & CORPORATE GOVERNANCE COMMITTEE MEETING OF 21st JANUARY 2021 (HELD VIA MS TEAMS)

		Present: 		1.  Susan Mackay (Convenor)	
					2.  Tom Brown 
					3.  Margaret Baxter
					4.  Graham Collie
					5.  Aileen Crichton
											 		
In Attendance:	George Tainsh, Chief Executive
Anne Smith, Director of Finance & Corporate Services / Depute Chief Executive 
Neil Harrison, Finance Officer (item 11.0 only)
George Hughes, TSG (item 11.0 only)
Stuart Young, TSG (item 11.0 only)

1.0 RECORDING OF MEETING 

RESOLUTION:  Committee approved that the meeting be recorded.

The Convenor advised that Agenda Item 11.0 would be taken first.

11.0 IT SYSTEMS PROPOSAL 

The Director of Finance & Corporate Services summarised the key aspects of the Committee report as follows:

· The server was last renewed in August 2015 and is coming towards end of useful life;
· The limitations of the current set-up have become apparent and an issue over the last year, with the requirement for home-working. All staff cannot access the Association’s systems remotely at the same time – this requires rotas for access, working offline and outside of normal hours to ensure work gets completed;
· The Director of Finance & Corporate Services and Finance Officer have been working with TSG to review options for renewal – these options being replacement of a physical server or moving to a cloud-based solution with MS Azure; 
· Costs for the two options were referred to in Appendix 1 – showing that MS Azure was £9,302 per annum more expensive over a 5-year period;
· Pros and cons of both options were highlighted in Appendix 2;
· Best processing speeds for SDM would be achieved for office-based users for large processing jobs and reports through replacing the physical server – as the user is directly on the same network as the physical server;
· Remote access issues would be improved under both options, with full access for all staff remotely.

The Director of Finance & Corporate Services advised Committee that a leased broadband line had already been ordered, as this was required under both options to improve remote access. This was at a cost of £360.16 plus vat month.

In summary, the Director of Finance & Corporate Services advised that both options would be a vast improvement on the current situation, but that on balance the preferred option at this stage was to replace the physical server. TSG have advised that, over time more and more services will move to cloud-based solutions and that this could be re-looked at in 4 to 5 years’ time when costs for this solution may be lower. 

COMMITTEE COMMENTS/DISCUSSION: Tom Brown enquired whether there was anything further that we could do to enhance the security of Option 1 in-house.

The Director of Finance & Corporate Services advised that we have always taken TSG’s advice in that we have the most up to date security software we can have.  Various audits/penetration testing done haven’t flagged up any issues with that security software to date.

Stuart Young from TSG confirmed that the Association does have a good level of security and this has proved evident by there not being any issues.  

Stuart went on to advise Committee that the security enhancements with Azure are more expensive as they spend so much money on this.  Microsoft have 24 hr manned security, 24/7 CCTV, biometrics to get into certain rooms. They have ISO 27001 a known security accreditation, CSA star accreditation and others that are security focussed.  These levels of security being inside Azure, is way beyond what the Association could afford to do in their own environment.  

COMMITTEE COMMENTS/DISCUSSION: Susan Mackay enquired about potential disruption for users during any transition.

Stuart Young replied that TSG would obviously aim for no disruption.  

With Option 1, which would require moving to a server, there would be very low risk of disruption.  It would involve taking the virtual servers which have already been built, and moving them on to separate hardware, which is a tried and tested procedure.  

With Option 2, there would be synchronising into the Azure cloud, so building new servers would be required, and therefore, there would be some out of hours work to do this.  Again, the aim would be no disruption.
Stuart went on to say that with Option 1, the servers would still be moved out of hours, and users wouldn’t notice any change in how their working.

With Option 2, there would be a bit more education required, as users would be working in a different way.  So ultimately, there would be a slightly higher risk with that option.

For both options, the timescale would be around the same between start and completion, albeit that it may be a slightly longer project for Option 2.

COMMITTEE COMMENTS/DISCUSSION: Susan Mackay commented on the current crisis that SEPA have found with their security breach.  

Susan appreciated that Option 2 was higher in price and there was the potential for it to come down over next few years, but on looking at the cons in the option appraisal, Option 1 cannot compete with Azure in terms of security level.

COMMITTEE COMMENTS/DISCUSSION: Graham Collie commented that no organisation is infallible, nor can they say with 100% confidence that they cannot be breached.  

Graham’s thought was that the Association couldn’t justify spending £40/£50K on something which could disrupt staff further at this time.

Stuart Young from TSG commented that in terms of the Association’s systems, there is already good security with Option 1, should there be some sort of ransom attack.  There is the DATTO box (physical box) and the offsite box. DATTO has the ability to roll the Association’s data back and it stores data in 2 separate data centres.  

SOPHOS InterceptX is also on the Association’s servers and client machines, which is clever technology as that looks for behaviours that are present in ransom wear. 

These features are the same specifically for ransom wear in Azure.

COMMITTEE COMMENTS/DISCUSSION: Tom Brown wondered if there were any other measures that we could do to make things safer in house.  

Neil Harrison, Finance Officer replied that the Association take advice from TSG and we have as up to date security software as we can have at a reasonable price and TSG are always advising of any enhancements that can make the system more secure.   Neil’s belief was that it was as good as it can be at the moment.

Stuart Young advised that our firewalls and email protection from Minecraft is good also.

Stuart advised that in terms of further security the servers themselves could be placed in a locked cabinet.   In terms of anything new that comes up, TSG would continue to advise us appropriately.

The Chief Executive concluded by saying that SDM is very important for the Association and that it would be appropriate for the Association and SDM to move forward at the same pace.

	Action
	Responsibility

	Consideration to be given to boosting the physical security of the IT Room
	Director of Finance & Corporate Services



	RESOLUTION:  The IT Systems Proposal Option 1 was approved by Committee.

Stuart Young, George Hughes and Neil Harrison left the meeting at this point.

2.0 APOLOGIES

No apologies were received, and Committee noted that Bramley Eccles continues to be granted a period of leave of absence.

3.0 DECLARATIONS OF INTEREST

There were no declarations of interest.

4.0 MINUTES OF FINANCE, AUDIT & CORPORATE GOVERNANCE COMMITTEE MEETING OF 5TH NOVEMBER 2020 

RESOLUTION:  The Minutes of the previous meeting of 5th November 2020 were approved as a true and accurate record on a motion from Graham Collie, seconded by Margaret Baxter.

5.0 MATTERS ARISING 

5.1 Treasury Management Deposits
The Director of Finance and Corporate Services advised that the Association’s bank deposits have been placed in accordance with the agreed schedule.

6.0 1ST DRAFT BUDGET 2021/22 

The Director of Finance & Corporate Services summarised the key aspects of the Committee report as follows:

· A rent increase applied of 0.7%, in accordance with the amount consulted with tenants on;
· 8 off the shelf purchases for the year;
· Salaries as per the current structure along with the new tenant’s engagement post and 1% salary increase;
· Pension contributions based on the current position of the Association paying the full increase in contributions for the CARE scheme;
· New mobile devices for 6 staff and budget for updating IT equipment in the Committee Room.

The Director of Finance & Corporate Services drew attention to the Treasury Management Strategy which highlighted the decision to look at private finance for Elm Grove and that any capital or interest payments for this were not in the budget year, (but would affect the last quarter). 

The Director of Finance & Corporate Services also advised that some areas would be adjusted now that the accounts were available for the 9 months to December; in particular this would affect bad debts, reactive and void maintenance and some of the overhead categories. 

Furthermore, a detailed review would be undertaken of any further projects designated for 2020/21 which had not been progressed due to the more recent lockdown.  These would require being included in the 2021/22 if completion is not possible in the current year. 

COMMITTEE COMMENTS/DISCUSSION:  Margaret Baxter asked about the budget for void rent loss and whether this needed to be higher. There was some discussion around this, and the high levels seen in the current year due to the impact of Covid-19. It was agreed that a void rent loss of 0.8% was a reasonable estimate, between the higher rate seen in 2020/21 and the more usual rate of less than 0.5%.

	RESOLUTION:  The 1st Draft Budget 2021/22 was noted by the Committee.

7.0 RENT POLICY REVIEW 

The Director of Finance & Corporate Services summarised the key aspects of the Committee report as follows:

· There were no major changes as a result of this annual review of the policy;
· Wording around using long-term financial plans and maintenance life cycles when reviewing rent levels had been clarified.

	RESOLUTION:  The Committee approved the revised Rent Policy for recommendation to the Management Committee.

8.0 STANDING ORDERS AND DELEGATED AUTHORITY REVIEW 

The Chief Executive summarised the key aspects of the Committee report as follows:

· There were no major changes as part of this annual policy review;
· Minor changes to wording were summarised in Section 5 of the report, including some changes to wording about declarations of interest, references to the Departmental Plan and changes to key job positions.

	RESOLUTION:  The Committee approved the revised Standing Orders and Delegated Authority Policy for recommendation to the Management Committee.

9.0 FINANCE REGULATIONS & PROCEDURES REVIEW

The Director of Finance & Corporate Services summarised the key aspects of the Committee report as follows:

· There were no major changes as part of this annual policy review;
· Changes were summarised in section 5 of the report, including updating of approval limits in line with the previously agreed increase in approval limit for Property Services Officers.

	RESOLUTION:  The Committee approved the revised Finance Regulations & Procedures for recommendation to the Management Committee.

10.0 IT SUPPORT SERVICES REVIEW 

As the details relating to this report are considered to contain commercially sensitive information the record of this Agenda Item is contained in a Commercially Sensitive Extract of Minutes. 

11.0 CORPORATE PROCUREMENT POLICY REVIEW 

The Chief Executive advised that there were a number of areas in the report that were unconfirmed at the moment – in terms of leaving the EU and the implications of this in Scotland, and in respect of the new threshold levels.

COMMITTEE COMMENTS/DISCUSSION: There was some discussion about this with Graham Collie, and he advised that it would be sensible to re-visit the policy when procurement processes were clarified – this would likely be at least April 2021. 

In the meantime, it was noted that all of the proposed amendments were consistent with the Finance Regulations.

	RESOLUTION:  The revised Corporate Procurement Policy was deferred until a time when the outstanding procurement issues were clarified by the Scottish Government.

12.0 SCOTTISH HOUSING ASSOCIATIONS’ PENSION SCHEME 

There was some discussion about the changes to the CARE scheme contributions and the outstanding decision about this.
Committee also noted that this had been previously progressed via a short life working group and that this would be the preferred way forward on this occasion. 

RESOLUTION:  Committee agreed to recommend the appointment of a Short Life Working Group to the Management Committee meeting on the 28th January 2021 in order to take this matter forward. 

13.0 INTERNAL AUDIT – FINAL AUDIT FOR 2020/21 

The Director of Finance & Corporate Services advised that agreement still had to be reached about the final internal audit for the year. 

Committee noted that the SMT had discussed this and proposed that due to recently experiencing a global pandemic it would be beneficial to consider how resilient the Association’s operations etc were to such events. 

It was agreed that an internal audit of the Business Continuity & Disaster Recovery Plan be undertaken and that this would be arranged for February 2021

RESOLUTION:  The recommendation to have Azets carryout an internal audit of the Associations Business Continuity & Disaster Recovery Plan was approved.

14.0 COMMITTEE ATTENDANCE 2020/21 

RESOLUTION:  The Committee Attendance of 89% was noted.

15.0 A.O.C.B.

There was no further business and the meeting concluded at 7.20pm.

16.0 DATE OF NEXT MEETING: 	Thursday 18th February 2021  



22nd January 2021



Signed …………………………………………….. (Convenor)	    Date ……………………….
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